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your cash register

and the fiscal
accounting

obligations




* Securing data

Are the transaction data secured against changes later on?

e Audir trail
Are the data retained and secured in such a manner that i1t can be traced

how these data Drig]natﬁd during an audit?

* Auditable within a reasonable period of time
Are the data being retained and are they accessible (or: are they in a
legible format) 1n such a manner that a tax audit can be made within a
reasonable period of time?
After a certain time can the data still be produced or reproduced within
a reasonable pertod of time? Even 1f a new (cash) payment system has
been bought, or after a version change ?

Has the audit file for cash registers been incorporated in the payment

software?
Be asth‘]gdfe nst Berlin, PTB, 2009 Wednesday february 18th




2 XML Audit file for Cash registers

(XAA) 3
2.1 A ool in tax audits G 3
2.2 The XAA conceprt: some background

<l-- XML tagset used: StanS&(ML

information -
2.3 J'ﬂbj.i‘lr’f{ﬂtf{gf'ﬂ ﬂ-f' [hE‘ }L?'ILEE Generated at: 02—07—3;007 16:53:54
Eq_ .:’U'&IL Platfﬂf]’ﬂ fi;— Generated using: EC—Des‘;_gn 1.3.5 (htty
2.5 The XAA indusity sEFRiIiIoik vin co cotastingdfonst s

2.0 SE'ELll'iE:i-? and PEEHHE:_ Organisation: Branche, Initiatieven

_ . - xsd:gchema tayrggetNamespace=""http://www.auditf
2.7 Ph}m":ﬂl P ﬂ":kmﬂ ﬂﬂ'inﬁﬁghaal.g-mﬁm audi i lostnl/XAASL. 2"

2 8 T h . 1 {_—- _ = xmins="http://www.auditfiles.nl/XAA/1.2"
== cCcnnical 1n II:*”-rm":l%j;:ins:xsdz"http://WWW.W3.org/200.'i/XMLSchema" e

attributeFormDefault=""unqualified">

Account community auditfiles ’

p

WWW.0SwWo0.nl/cso
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Administrative cooperation and fight against fiscal fraud
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FISCALIS FPG 12

Cash Register Project Group

Cash Register Good Practice Guide
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Website:

Www.Italde.org
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School of Law

CALIFORNIA ZAPPERS:

A PROPOSAL FOR CALIFORNIA’S COMMISSION ON THE
21ST CENTURY ECONOMY

Boston University School of Law Working Paper No. 09-01
(January 8, 2009)

Richard T. Ainsworth

This paper can be downloaded without charge at:
http://www.bu.edu/law/faculty/scholarship/workingpapers/2009.html
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Why Governments Care

» Money, Tax evasion
» Quebec $ 425 million
4
» California: $ 700 million
» BRH Germany: Billions

» CARE FOR A GOOD SOCIETY
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Care for a good society

» Jean-Marc Fournier Quebec:
»$ 425 m. = 7.000 nurses
» Fairness, unfair competition
» to compliant entrepreneurs
» to employees
» Sweden: misuse of alcohol!
» NL: Safe Taxi Transport
» USA - EU: Green Lane (IT aide)
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Why Governments Care

» Euro’'s, Tax -gap
Cash registers have a big Tax hole
» Care
» A fair and safe society
» An open economy, with fair

competition
Q!J i
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What is the problem

» Zappers and Phantomware
» Automated sales suppression
» Programs mis / used for Cash
Skimming
» Phantom ware; internal
» Zappers, external, USB sticks etc.
» International!
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wm. Uitskrift av journal

FRestaurang :

Avziuta \
_ﬁ i Hwitto datum fr%n:

Mellan | 2005-03-11 [ ]| o000
Hus=sMmjuder =
Rabatt och [ 20050311 |2 & ]| 2359

Horrigering av kwitto Howitto Tid fran
Hovitta karrigerat

Harrigering artikel rellan | oo:oo ach | RS

Fiter pa
r!_ e — &=t Konton

v 2lla

arandar D ;
Bill Total:

Fazswword :

izl Un=zelect

Betalning : o Lywbirgt ‘ O
= L]
) g 3 e ) 5 B | e e g et Y

Searching condition= ;
ap—— S ZPS AR
eller W Skapa kwitta Un=select

Double-Click on the seciet module

It is not all that apparent what you need to do here, but by double clicking in the box in the lower left,
entering an ID and a password, you will get to the next screeii — the Electronic Journal (which can be
adiusted).
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Change pazsword

Restaurant : W alters :

D ate
ZLarE 2 [20050311 2 *] au [20050317 ==

S ZERV S | Eill Tatal Frecipt time

W Urselect || Upperto | o Entre |00:00  och |23:59

List of tickets paid in cash Heplacement tickets T Articles a exclure: 0

Dat = Time Mk ticket Tvpe AT oAttt Peplaced by Total remotved
0E—-0z2-11 11:1= 00000z ,1 Direkt sE5 .00 kr
O5—03=2-11 11:-Z0 00000321 Direkt &8, 00 kr
0E—-0z2-11 11:=Z0 0000041 Direkt 0,00 kr
0E—-0z2-11 11:=L5 O0OOO0OL5.1 Direkt 12& .00 krx
0E—0z2-11 11l:-4<4 000001 Direkt Ye,.00 kr
0E—-0Z2Z-11 11l:-«4& 00000771 Direkt 12& .00 krx
O5—03=2-11 11:-42 010001/, Bord 45 00 kr
0E—-0z2-11 11l:-42 00000=2,,1 Direkt 2,00 kr
0E—-0z2-11 11:&5<4 0000101 Direkt 2,00 kr
O05—03=-11 11:-&55 0000111 Direkt &8, 00 kr
0E—-0z-11 11:&5L5 OOOOQl1lz.1 Direkt 120,00 kr
0E—-0z2-11 11:E5L5 OOOO01=z.,1 Direkt ZE,.00 kr
O05—03=2-11 11:-&5& 0OO0OO0014.1 Direkt &8, 00 kr
0E—-0z2-11 11:&5& 0OOOO01ES1 Direkt cE, 00 kr
O5E—-02-11 11:E57 O0O0O0l&s.,1 Direkt 3,00 kr
0E—-0z-11 11:&5= 0000171 Direkt 12,00 kr
0E—-0z2-11 11:E&53 O0OO0l1ls.,1 Direkt sE5 .00 kr
O5—03=2-11 12:-04 0000192.,1 Direkt &5, 00 kr

Select the tickets o replace in the hst [ Manual zelecting aof replacement tickets

~

FRRRRRRERRRRERRRRRR
FRRRRRRERRRRERRRRRR R

7\
Total Sales : | 40 836,31 kr Arnount ko remowve | Threzhold amount: | 100

- Tatal P Total |

“Manipulate-able” Electronic Journal

Notice that we can either

(1) select a ticket to adjust, or

(2) auto-replace
So, assume we take the’selection of a ticket approach ... (1),
When we select the first item (ticket number 2/1) we then get ..
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* Elektronisk journal

Change passwsord
Change

Re=staurant :

Wl akers

2 CaFE 2 Clate

ISERW 3 | 2005-03-11 =]+
g EEEE g EBill T otal: R ecipt hime

Ursalect | Upper to 0 Entre |00:00  och |23:53
Replacement tickets T

au [2005-0311  [=] %

I Al

List of hickets paid in cash
Article List :

Articles a exclure: O

Tickets

224 FLASHOL S0CL 45 00 kr

Price Lewel : | Mormal vl Eraze Ticket | . : Total: 45 .00 kr

Tickelg w_il:h —
Lizt of replacement tickets COMMIEEI0n

334 FLASHAOL S50CL

MOM=S =Z5%

T o o R o R

W T Tt e e e e e e

Total Sales : 40 836,31 kr mount Lo remove ; | Threshold amount:
- Total P Total:

Tatal Grazs : N 236,31 kr

Reolace the Lunch Buffet (65,00) — with a beer (45,C0)

Notice the price reducticn (we could have gone lower) — Notice the tax reduction
The Swedish VAT is at 25%

Belastingdienst

Berlin, PTB, 2009 Wednesday february 18th




Elektronisk journal

Change passward

Change

Restaurant : e aikers

Date
2CAFE 2 [Z005-0391  [=®*| au [20050311 [={*

4 SERW 4

5 SERW S Eill Total: Fecipt tim
bl =Tect | slager ta | 0 Phe |00:00  och |23
Tﬁ E—-j

List of tickets paid in cash Replacement tick Articles a exclure: 0

Time ickat PO Tait
‘o5 — 3 ’ 1 1 Dire.=-
05-03—-11
05-03F—-11
05-03F—-11
05-03-11
05-03-11
05-03-11
05-03-11
O5-03—11
O05-03—11
O05-03—11
O05-03—11
O05-03—11
O5-03—11
O5-03—11
O5-03—11
O5-03—11
05-03—11

FRrRrRRRRRRRRRRR R
FRRERRFRRRERRRRRRR R

M anual selecting of replacement tickets

T

Toatal Sales : | 40 836,317 kr Arnount to remove | Threshold arount:
- Total P Taotal:

T
Total Grozs : 40 816,31 kr

Manipulated Electronic/Journal (pro-forma)

Here is what we have done so far — is this ¢nough manipulation?
Ticket 2/1 has been changed from 65,00 to 45,00 with'a reduction of 20,00 on this ticket
There is a running total kept (in case you want to remove more)
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KONTANT Original

MOM=E =5%

OTAL EWITTO
irekt POS rmaammber: 1

Eord ME-O CAST ANT:-1
FO005—03—11 11:13 Ervittao MNE:-OO0O0O0QZ71 Serwvit MNER:-1

FLASKEOL ESAcL

HONTANT Manipulated

MOM=E =L5L%

TOTAL EVITTO
Direkt POS rmmambher:- 1l

Eord ME:-QO GLST ANT:1

FOOE-O03—-11 11:13= Fwitto MNE: OO0000Z ) Servit ME:

Bt o i o S e e i e i e Tl i o o e o o o o o o o o o o o o S o o T e o T o e ol ol o L o o S o e o e i S e i o o e o o o o o o Tl o o o o o

Comparison: Original & Manipulated Electronic Journal

Notice the reduction in gross sales & the reduction in tax.
If this record is tied into inventory control, adjustments in related purchases will be necessary [some
zappers will do this for you] because you may have just “sold” more beer than you ordered
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B T00120050311.TIC - Anteckningar
Atk Redigera Format Visa  Hidlp
45007

4;333 i A500H

e R Ay

X 1300

-1103051113000002/1 4500076700060 H E UG

GA00G -1103051113000002/1 630007670006001H

15608
. UG

F

A 1 :
X 1

C

I

-1103051120000003/1 BR000767600600N

Comparison of the TIC-files — Manipulated & Original

Notice the “?” in the Manipulated version in contrast with the letters “H”, “I” & “P” in the original version. This one of the tell-tale
signs of manipulation in this particular program. It may indicate that the system has not been correctly updated since the
manipulation procedure.
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What is the problemr

[~ ]
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What is the problemr

» Small : Not registering sales
» Medium : Zappers and Phantomware
» Big : Normally no issue

[~ ]

Belastingdienst Berlin, PTB, 2009 Wednesday february 18th




B T ST e

Programma

» Introduction
» Why Governments Care
» What is the problem

» How can WE solve it

Belastingdienst Berlin, PTB, 2009 Wednesday february 18th




R T T ey
Why Governments Care

» Euro’'s, Tax -gap
Cash registers have a big Tax hole
» Care
» A fair and safe society
» An open economy, with fair

competition
Q!J i
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What is the problem

» Small : Not registering sales
» Medium : Zappers and Phantomware
» Big : Normally no issue
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How can WE solve-it

» PRESENT APPLICATIONS
» SOLUTIONS — POLICY ORIENTATIONS
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How can WE solve-it

» SOLUTIONS — PRESENT APPLICATIONS
» GREECE:
FEDs; FECRs, AFED Printers; FESDs
» GERMANY
EMBEDDING SMART CARDS IN ECRs
» QUEBEC, CANADA,
\Y/|=\Y
» SWEDEN
CONTROL UNIT
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How can WE solve-it

» SOLUTIONS — PRESENT APPLICATIONS
» totals > detailed data
» Secure box > Secure data
» e-signing, PKI
» Secure data > Secure view
» IT Aide dia
» Using Standards CEN, ISO, CC EAL

» CERTIFICATION OF THIRD PARTY
SERVICE PROVIDERS

» USA, SSUTA
» SAAS ?
Belastingdienst Berlin, PTB, 2009 Wednesday february 18th




How can WE solve-it

» basic rules;
» Data needs to be stored electronically.

» Facilities have to be implemented to export
data to digital data carriers.

» Settings of the software and the adequate
database structures must support a proper
audit trail.

» Measures must be taken to assure the
reliability of retained data.
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How can WE solve-it

» PRESENT APPLICATIONS
» SOLUTIONS — POLICY ORIENTATIONS
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How can WE_solve-it
» Greece

» Turkey Rules based
» Hungary

» Sweden 1t Control Unit

» Germany Tt INSIKA

» United Kingdom Principles
» France based

» The Netherlands

» Belgium

» Ireland

» CANADA, USA, SERBIA

BEIHSU”gUIBHSI DElN, F 1D, £2UUY vveuliesuady ieviuary 18th




How can WE solve-it

» Greece

» Turkey Stakeholders

» Hungary Standards
1ISO, CEN, CC

» Sweden ©+ Control Unit Third Party’s

» Germany 7t INSIKA SAAS, SSUTA
» United Kingdom

» France Rules Based

» The Netherlands Or

» Belgium Comply

» Ireland

» CANADA, USA, SERBIA

BEI&SUHgUlB”S[ DElN, F 1D, £2UUY vveuliesuady ieviuary 18th
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Why Governments-Care

» Euro’s, Tax - gap
Cash registers have a big Tax hole
» Care
. . O
» A fair and safe society @

» An open economy, with fair
competition
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What is the problemr

» Small : Not registering sales
» Medium : Zappers and Phantomware
» Big : Normally no issue

[~ ]
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How can WE solve- it

FESD

MEMORY Electronic Key
INSIKA

XML Auditfile

ZAPPERS
VE&FR&)N

N SHARP
ACCOUNTANCY |=gii%alelgl
CEN 1ISO standards SW Developers
CANADA

Boston ARTS

23l USERS

Belastingdfe nst Ufnll_verSItyBerIin, PTB, Z%QEV;Bnesday february 18th
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GRATULATIONS

ON WHAT YOU HAVE ACHIEVED !
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VALUE CYCLE AND CASH REGISTER

Value Cycle

To buy

to sell

A

4

Receivahles

— = 5HOP

= CASH REGISTER

Belastingdienst
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]
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